The aim of this paper is to survey , analyze and evolution wireless security in IEEE 802.11 standards at the physical layer levels, to hold a fair comparison among the different WLAN security algorithms, and theoretical background of cryptography, and survey implementation Advanced Encryption Standard Algorithm (AES) -128, AES-192 and AES-256 using matlab7.
INTRODUCTION
The first successful commercial use of wireless telecommunication was the deployment of cellular phones (mobile phones); referred to these networks as Traditional Wireless Networks (TWNs). These networks were designed with the aim of extending the existing wired Public Switched Telephone Network (PSTN) to include a large number of mobile nodes. The deployment of TWNs allowed users to be mobile and still make voice calls to any fixed or mobile phone in the world. In other words, TWNs were designed as a Wide Area Network (WAN) technology to enable voice communication. These networks have been evolved over time to support both voice and data communication. TWNs were the predominant example of wireless telecommunication. [1] .
In the late 1990s, another wireless technology emerged WLANs unlike TWNs, WLANs were designed primarily with the aim of enabling data communication in a limited geographical area (LAN) just as Ethernet (IEEE 802. 3) which provides the backbone of wired Local Area Networks (LANs). Today IEEE 802.11 provides the backbone of wireless LANs. TWNs were initially designed for voice and over time evolved to support data where WLANs were initially designed for data and are now evolving to support voice.
[4] WLANs are becoming pervasive in network deployments primarily since they are easy to implement and use. An implementation of the AES encryption and decryption flowchart (as shown in Figure 1 ), support at least one of the three key lengths: 128, 192, or 256 bits (i.e., Nk = 4, 6, or 8, respectively). 
ADVANCE ENCRYPTION STANDARD

Encryption Process
At the start of the Cipher, the input is copied to the State array. After an initial Round Key addition, the State array is transformed by implementing a round function 10, 12, or 14 times (depending on key length) given in Table1; for implementation issues relating to the key length, block size and number of rounds, each round function contains uniform and parallel four steps:
Sub_Bytes, Shift_Rows, Mix_Column and Add_RoundKey transformation and each step has its own particular functionality, the final round differing slightly from the first (Nr -1) rounds. The final State is then copied to the output. The round function is parameterized using a key schedule that consists of a one dimensional array of four byte words derived using the Key Expansion routine.
[5]
Sub_Bytes
It is called Sub_Bytes for byte-by-byte substitution during the forward process.
Shift_Rows
Shift_Rows transformation was shifting the rows of the state array during the forward process. The corresponding transformation during decryption is denoted InvShift_Rows for Inverse Shift_Row Transformation. The goal of this transformation is to scramble the byte order inside each 128-bit block. In the Shift_Rows() transformation, the bytes in the last three rows of the State are cyclically shifted over different numbers of bytes (offsets). The first row, r = 0, is not shifted. Specifically, the ShiftRows() transformation proceeds as follows: 
Mix_Column
It is called Mix_Columns for mixing up of the bytes in each column separately during the forward process. 
AES KEYS LENGTHS
An implementation of the AES algorithm shall support at least one of the three key lengths: 128, 192, or 256 bits. The almost attacks on cryptography was a brute force attack systematically attempts every possible key. The time required to crack an encryption algorithm is directly related to the length of the key used to secure the communication. AES allows you to choose a 128-bit, 192-bit or 256-bit key, making it exponentially stronger than the 56-bit key of DES. 
Key length (128)
Cipher Key, K, and performs a Key Expansion routine to generate a key schedule. The Key Expansion generates a total of Nb (Nr + 1) words. Key Expansion generates =Nb(Nr +1) words = 4(10 +1) = 44. Nr= 6 + max (Nb, Nk)/32 = 6 + max(128,128)/32 = 6 + 4 = 10 rounds. Encryption achieved by using key 128 bits as shown in figure 6 .for previous initial state is: 
CONCLUSION AND RECOMMENDATIONS
There have been numerous attacks on 802.11 wireless networks that expose organizations to security risks and this security achieved by encryption and authentication. And AES algorithm provided strong Cryptographic security for the foreseeable future. It achieved characteristics ware that it used a 128-bit block size (compared to 56 bits for DEA and TDEA), and a key length of at least 128 bits. WLAN security required authentication and encryption and AES is the best choice for encrypted data using secret key; in a two parts communication. The key must remain secret. One solution which employs symmetric-key techniques involves an entity in the network which is trusted by all other entities, this entity is referred to as a Trusted Third Party (TTP 
